SAFETY & SECURITY RISKS – EC.02.01.01


Standard EC.02.01.01

The hospital manages safety and security risks. 

Rationale for EC.02.01.01

Safety and security risks are present in most healthcare environments. These risks affect all individuals in the organization – patients, visitors, and those who work in the hospital. It is important to identify these risks in advance so that the hospital can prevent or effectively respond to incidents. In some organizations, safety, and security are treated as a single function, while in others they are treated as separate functions.

Safety risks may arise from the structure of the physical environment, the performance of everyday tasks, or situations beyond the hospital’s control, such as the weather. Safety incidents are most often accidental.

On the other hand, security incidents are often intentional. Security protects individuals and property against harm or loss. Examples of security risks include workplace violence, theft, infant abduction, and unrestricted access to medications. Security incidents are caused by individuals either from outside or inside the organization.

Elements of Performance for EC.02.01.01

EC.02.01.01 EP1: The hospital implements its process to identify safety and security risks associated with the environment of care. (See also EC.04.01.01, EP 14)
Note: Risks are identified from internal sources such as ongoing monitoring of the environment, results of root cause analyses, results of annual proactive risk assessments of high-risk processes, and from credible external sources such as Sentinel Event Alerts. 

Recommended Document:
1. Policy that addresses how proactive risk assessments are performed

2. Examples of the risk assessment form(s)

3. Examples of completed risk assessment form(s)

4. A spreadsheet or matrix indicating that all accreditation-eligible locations of your organization have been assessed

Examples:


SS-EC.02.01.01EP1 a Policy on Risk Assessment for Safety & Security


SS-EC.02.01.01EP1 b Form- Attachment I- Risk Assessment Form (2 tabs: 1-Safety & Security and 2- Falls)
SS-EC.02.01.01EP1 c Form- Attachment II- Completed Risk Assessments

EC.02.01.01EP3- The hospital takes action to minimize or eliminate identified safety and security risks in the physical environment.
Recommended Documents:

1. Policy that addresses the actions taken toward safety and security risk

2. A matrix or form that shows the actions to reduce the risk

Examples:
SS-EC.02.01.01EP3 a Policy on Action to Safety & Security Risks


SS-EC.02.01.01EP3 b Form- Attachment I- Dept. Actions to Reduce Safety & Security Risk

EC.02.01.01EP5- The hospital maintains all grounds and equipment.
 Recommended Documents:

1. Policies addressing inspection and maintenance of grounds at all accreditation-eligible locations

2. Policy addressing safety and maintenance of grounds maintenance equipment

3. Example of grounds inspection form (blank) and completed form

Examples:

SS-EC.02.01.01EP5 a Policy on Maintaining Grounds & Equipment

SS-EC.02.01.01EP5 b Form- Attachment I Daily Grounds Inspection

SS-EC.02.01.01EP5 c Form- Attachment II Grounds & Equipment Inspection

EC.02.01.01EP7- The hospital identifies individuals entering its facilities. 

Note: The hospital determines which of those individuals require identification and how to do so.

Recommended Documents:

Policies for the identification of patients, staff, visitors, vendors, and contractors

Examples:

SS-EC.02.01.01EP7 Policy on Identification of Individuals
EC.02.01.01EP8- The hospital controls access to and from areas it identifies as security sensitive.

Recommended Documents:

1. Policies addressing the identification of sensitive areas.

2. A list of all areas that have been determined to be sensitive. (e. g. nurseries, intensive care units, emergency rooms, operating rooms, pediatrics, psychiatric areas, pharmacy, cashier, MIS, Human Resources)

3. Copies of security risk assessments that have been performed.

4. A spreadsheet or matrix indicating how often security systems are tested and how often drills are performed. 

5. Examples of the security system test or drill critique forms.

Examples:

SS-EC.02.01.01EP8 a Policy on Access to Security Sensitive Areas
SS-EC.02.01.01EP8 b Form- Attachment I Security Sensitive Area Assessment

SS-EC.02.01.01EP8 c Form- Attachment II Protective Measures for Security Sensitive Areas

EC.02.01.01EP9- The hospital has written procedures to follow in the event of a security incident, including an infant or pediatric abduction.

Recommended Documents:

Policies that address the prevention of and the actions taken in the event of an infant or pediatric patient abduction

Examples:

SS-EC.02.01.01EP9 a Security Manual Table of Contents

SS-EC.02.01.01EP9 b Policy on Infant-Ped Abduction Prevention
SS-EC.02.01.01EP9 b Missing Person / Abduction Plan

SS-EC.02.01.01EP9 d Security Alert- Combative Patient

SS-EC.02.01.01EP9 e EOP ERP- Active Shooter EP-EM.02.01.01EP2

EC.02.01.01EP10- When a security incident occurs, the hospital follows its identified procedures.

Recommended Documents:

Examples of policies that address the actions taken in the event of a security incident or failure.

or

An example of a table of contents from the Security Procedure Manual
Examples:

SS-EC.02.01.01EP10 Sample Incident Report
EC.02.01.01EP11- The hospital responds to product notices and recalls. (See also MM.05.01.17, EPs 1-4)

Recommended Documents:

1. Policy addressing product recall notices. (Note: This intent statement addresses general product recalls. Other intent statements address medical equipment and medication.)
2. Product recall information for the last 12 months

Examples:

SS-EC.02.01.01EP11 a Policy on Product Recalls
SS-EC.02.01.01EP11 b Form- Product Recall Tracking Report

SS-EC.02.01.01EP11 c Letter- Notice of Product Recall

EC.02.01.01EP14- The hospital manages magnetic resonance imaging (MRI) safety risks associated with the following:

- Patients who may experience claustrophobia, anxiety, or emotional distress

- Patients who may require urgent or emergent medical care

- Patients with medical implants, devices, or imbedded metallic foreign objects (such as shrapnel)

- Ferromagnetic objects entering the MRI environment

- Acoustic noise
Recommended Documents:

1. Policy addressing MRI Risk Assessment

2. Risk Assessment Tool

Examples:

SS-EC.02.01.01EP14 a Policy on MRI Risk Assessment

SS-EC.02.01.01EP14 b Form- Attach I MRI Risk Assessment

EC.02.01.01EP16- The hospital manages magnetic resonance imaging (MRI) safety risks by doing the following:

- Restricting access of everyone not trained in MRI safety or screened by staff trained in MRI safety from the scanner room and the area that immediately precedes the entrance to the MRI scanner room.

- Making sure that these restricted areas are controlled by and under the direct supervision of staff trained in MRI safety.

- Posting signage at the entrance to the MRI scanner room that conveys that potentially dangerous magnetic fields are present in the

room. Signage should also indicate that the magnet is always on except in cases where the MRI system, by its design, can have its magnetic field routinely turned on and off by the operator.
Recommended Documents:

1. Policy addressing MRI Safety
2. MRI Patient Screening Tool

Examples:

SS-EC.02.01.01EP16 a Policy on MRI Safety

SS-EC.02.01.01EP16 b Form- Attach I- MRI Patient Screening
EC.02.01.01EP17- The hospital conducts an annual worksite analysis related to its violence prevention program.  The hospital takes actions to mitigate or resolve workplace violence safety and security risks based on findings from the analysis.
Recommended Documents:

1. Policy on Workplace Violence
2. Policy on Workplace Violence Risk Assessment
3. Workplace Violence Risk Assessment
Examples:


SS-EC.02.01.01EP17a Policy on Workplace Violence


SS-EC.02.01.01EP17b Policy on Workplace Violence Risk Assessment


SS-EC.02.01.01EP17c Form- Attach I-Work Place Violence Risk Assessment
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