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POLICY

It is the policy of <<Facility Name>> to define and identify security Sensitive Areas within the institution that may require special attention and programs due to unique security issues that could potentially adversely affect these areas.

Definition

A security sensitive area is one that has special security needs beyond the general hospital areas.  Typically, this will be due to issues such as vulnerable patients, financial issues, drug issues, and access to protected information and critical equipment.

PROCEDURE

1.
The Security Director will, in conjunction with the Environment of Care® (EOC) Committee, evaluate all areas of the institution to determine which areas are considered security sensitive areas.  Each area that fits the definition of a security sensitive area will be evaluated by using the Security Sensitive Area Assessment (Attachment I). The current listing of sensitive areas is: 

a. Behavioral Health- vulnerable patients 

b. Business Office (e. g., cashier)

c. Dining Area- money

d. Emergency Department- patients
e. Gift Shop- money

f. Human Resources- protected information
g. Medical Records- protected information

h. Newborn Nursery- vulnerable patients
i. Labor & Delivery- vulnerable patients 

j. Pediatrics- vulnerable patients
k. Pharmacy- Drugs
l. <<Identify other areas where appropriate>>

2. Once the areas have been evaluated and identified as a security sensitive area, the Protective Measures for Security Sensitive Areas (Attachment II) will be used to identify the areas existing or potential recommendation for protective measures for the area. 
3. The security sensitive areas will be re-evaluated by the Security Director and/or EOC Committee as services change in an area or as identified issues arise in areas that are not previously identified as sensitive areas and on an annual basis, using the Security Sensitive Area Assessment (Attachment I).
4. The Security Director will be responsible for working with department heads in sensitive areas to provide special training, equipment, and/or procedures to adequately protect these areas. This training will be conducted on an annual basis. 
Attachments:

Attachment I- Form Security Sensitive Area Assessment (SS-EC.02.01.01EP8 b)

Attachment II- Form Protective Measures for Security Sensitive Areas 

(SS-EC.02.01.01EP8 c)
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