Section: Emergency Management   EM.02.02.05EP7-8   
Reviewed Date:

Subject:
EOP Appendix III: Secure Operations Procedure

Approval Date:

Page 3 of 3

The objective of this procedure is to establish the guidelines to be followed if a threat requires <<Facility Name>> to be secured from an emergency outside or inside the Hospital.  
The lockdown procedure will include all avenues of access and egress, gates or lockable fenced areas, and loading dock areas.  Should the incident involve a threat from chemical, biological and/or radiological material (i.e., CBR Threat), the appropriate air supply and exhaust systems will be “lockdown” to prevent unwanted airborne material from entering the facility.  

To be effective, all staff must be thoroughly familiar with this plan.  When a threat is received, there is no time to determine what must be done.  The Hospital staff and those involved in the decision to lockdown the Hospital must know what to do.  Speed is of the essence.

I.  Implementation Criteria

1. Receipt of information or threats that make it appropriate to protect the hospital from a known or unknown threat from outside, such as contamination of patients, or to strictly control access to and from the hospital for the protection of the patients, staff, and property of the hospital.

2. Receipt of a telephoned threat or information alleging a credible CBR event in or adjacent to a Hospital

3. Receipt of a credible warning or information from authorities of a CBR threat, release, or incident in the community around the Hospital, including the release of hazardous vapors or gases from a manufacturing facility or transportation incident.

4. Receipt of information requiring the evacuation of the Hospital or staff members.
II.  Definitions

Lockdown:  The closing of all methods of access to the Hospital from the outside, to minimize the potential for a person or persons, or for chemical, radioactive, or biological vapors, particulate or materials to enter the premises.

Secure Operations:  The operational code used to activate a lockdown of doors and air systems if necessary, because of the agent requiring the evacuation.  Where appropriate, elements of the air system may be used independently to provide appropriate protection without unnecessary adverse concerns.

Building Automation System (BAS): The electromechanical control system used to monitor and operate the various heating, cooling, and air handling systems within the facility.  This system monitors temperatures, air exchanges, and the operation of various elements of the HVAC systems, and varies parameters to maintain adequate ventilation, heating and cooling at a cost-effective level, consistent with requirements of regulation and the staff and patients of the hospital.

III.  Mitigation

Lists of all exterior doors or entrances in Attachment I: Entry / Exit Doors are maintained by <<Security, Facilities>>.  Each of these doors, access methods, or air intakes are identified, and provided with suitable methods for securing them as required in an emergency. 

Each access door and stairwell door is provided with electromagnetic or mechanical lock controlled by <<Security>>.  These are interconnected with the Fire Alarm System, and other security systems to meet all applicable codes.  If an <<Operation Secure>> is announced, defined persons will attend each door to assure they are not used inappropriately.  Other entrances are provided with appropriate <<hasps for padlock usage, drop bar in sliding doors, or chain and lock where needed>>.      
The <<HVA System>> will be accessed by the <<Facilities>> into the BAS shutdown all air intakes and move to air re-circulation within the facility.  Air intakes have been evaluated for the potential for exterior threat, and where possible, the air intakes moved or protected to minimize the potential for a chemical or biological agent being spread thorough the air handling systems.  These systems are maintained by <<Facilities>> to be activated on direction of the Incident Commander, or other authorized person.

IV.  Preparedness
1. Staff is trained to respond to the access doors to assure they are locked (and notify Security if they are not), and to observe/communicate the situation where appropriate locking and shutdown devices are installed.  
2. The departments that are located near an exterior exit and entrance will place the sign “Lock Down Procedures in Effect” on the exterior side of the door.

3. During business hours, the departments near an exterior exit will send a staff member to encourage individuals to remain in the building.  The departments that will respond to the exits are located in Attachment II: Secure Operations Department Listing.

4. After hours, the Incident Commander and on duty Security personnel will coordinate the lock down process with available staff and the Fire/Police department. 

V.  Response 
1. Upon receipt of a warning, or alert of a potential external threat, Security will be notified to begin locking doors without electromagnetic locks. 

2. Once the lockdown has been implemented, the electromagnetic locks are activated and the pre-designated access to the campus will be blocked per Attachment III: Secure Operations Traffic Control.
<< (See Attachment III: Traffic Control Map for traffic flow setup)>> Create a traffic map that would encompass a contaminated victims or lockdown event. This may also be used for EOP Appendix IV: Traffic Control Plan Attachment I- Traffic Control Map. 

3. In the event of a chemical or biological threat, or external chemical vapor release, Engineering will shut down all air intake fans and dampers.  Any air intakes not under control of the BAS will manually shut down.  The fan intake will be shut off, and the switch tagged with an <<Identify (e. g., “Secure Operation”)>> tag, kept by the affected manual switches.  If no external chemical emergency, the normal ventilation will be maintained, unless deemed potentially hazardous by the Incident Commander.

4. Non-Security staff is NOT to intervene if any intruders attempt to enter the facility.  Notify Security immediately and observe their location and movement.

5. Staff who find themselves locked out will report to the <<Staff Support Center>> located in the <<Building>>. Recalled staff will report to the <<Building>> unless otherwise specified on recall.

6. All inquiries by the news media will be directed to the Public Information Officer (PIO).  The PIO will act as the Hospital representative and release information to the news media concerning the lockdown.  

VI.  Recovery

1. Once the situation has been determined by the Incident Commander to return to normal, the Incident Commander will clear the <<Identify (e. g., “Secure Operation -All Clear>> will be declared.  The “All Clear” message is overhead paged.

2. Recovery will include return of staff to normal duties, discussion with the public safety agencies as appropriate, and documentation of the incident by Security and the Incident Commander.  If any supplies have been expended, they are replaced to prepare for a future incident, and signage will be replaced or returned, as appropriate.  

3. Manually shut down fans and air-handling systems will be returned to service.  The <<Building Automated Systems (BAS)>> will be returned to normal activity. 
4. Signs will be removed from door exteriors and interiors, and either returned to storage areas, or replaced, if damaged or no longer usable.

5. As appropriate based on the event, there is a debriefing to document the event for “emergency implementation” status and an evaluation of plan and staff performance.
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